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SECURITY AWARENESS TRANING - COURSE LIST (Fall 2022)

Course Title

2FA - Bad Robot

2FA - Bad Robot (ANIME STYLE)

2FA - Factor Fake Out

BEC - A Compromising Crash

BEC - Phishing the Stream

BEC - You Never Call...

BEC - You Never Call... (ANIME STYLE)

Breach Awareness - Breach Avoidance

Breach Awareness - Introduction

Breach Awareness - Readiness and Response
Charity Scams - Charity Case

Cloud Computing

Cryptography
Cryptomining - Cryptominer Pants on Fire

Culture - Whole > Sum

Cybersecurity - How to Stay Safe Online
Cybersecurity - Overview

Cybersecurity - Return to Office: Stay Cyber Resilient
Cybersecurity - Understanding Cybersecurity

Data Classification - Up, Upvote and Away

Data Privacy - Cybersecurity-Related Privacy Events
Data Privacy - Managing Cybersecurity & Privacy Risks
Data Privacy - Privacy as a Differentiator

Email - Cybersecurity Essentials

Email Attachments - Scams Gone Viral (ANIME STYLE)
Email Attachments - Scams Gone Viral (CORPORATE STYLE)
Email Spoofing - It's Not What You Think...
Forensics - Investigations 1.0

Gift Card Fraud - Disregard the Gift Card

Hacking - Hacker Myths

Identity Theft - First Comes Love, Then Comes... Security
Identity and Access Management

Information Security - Data Destruction

Information Security Basics

Information Security and You

Insider Threat - Blame Game
Keyloggers - Data Loss by the Logger
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Macro based attacks - Dangerous Communiqué
Malvertising - Update Double Take

Malware - Attack of the Apps

Malware - The Macro Trojan Takedown

Malware - Understanding Malware

Malware - Verify Before You Trust

Malware and Viruses

Man-in-the-middle (MITM) - GPS Distress

Mobile device management - C'est La Vie, Chamonix
Multifactor Authentication (MFA)
Network and System Audits

PIl - The Offer

Passphrase - long3r is Strong3r
Passphrase security - Passphrase for days
Password managers

Passwords - Cybersecurity Essentials

Passwords - Say It Don't Spray It

Passwords - Your Page is My Page

Phishing - Common Phishing Attacks: Don’t Get Reeled In
Phishing - Evolution of Phishing

Phishing - Gone Catphishing

Phishing - Insider Threat - (NOT) Sharing is Caring
Phishing - See Something Do Something
Phishing - Tax Day Scams

Phishing - Understanding Phishing, Abbreviated
Phishing - Understanding Phishing, Full Length
Physical Security - Cybersecurity Essentials
Physical Security - Let's Get Physical

Privacy & PIl - LOUIE LOUIE
Privacy - Current Trends in Privacy

Privacy - Online Behavior: How to Protect Yourself
Privacy - Security and Privacy Controls

Privacy 101: Get to Know the Basics

QR Phishing - To scan or not to scan

Ransomware - Acts and Obligations

Ransomware - Introduction

Ransomware - Plug and Pay

Ransomware - Preventing Attacks and Contingency
Ransomware - Ransomware is Everywhere
Ransomware - Zeppelin Ransomware
Ransomware and Cybercrime

IT Security for the Remote Worker and Business Traveller
Remote Work - Laid Off, Paid Off

Remote Work- Stay Cyber Resilient while WFH
SIM Card Hijacking - SMS SOS
Smishing - Chicken or Smish

Smishing - Death Smish
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Social Engineering

Social Engineering - That's a Wrap

Social Media - Cybersecurity Risks

Social Media - Vacation Devastation

Spear Phishing - A Terminal Mistake

Spear Phishing - Voicemail Fail

Spearphishing - Home Phished (ANIME STYLE)
Spearphishing - Home Phished (CORPORATE STYLE)
Telephone Spoofing - Hook, Line, and Spoofer

USB Security - USB Nation

VPN - Lock Before You Walk

Vishing

Wateringhole Attack - Troubled Waters

Website Spoofing - House of Fraud

Websites and Software - Cybersecurity Essentials
Websites and Software - Don't Fall For It

WiFi Security - Strawberry X Forever

Wire Fraud - Wire Trippin'

Working Safely and Securely

Workplace Security - What You Need to Know
Auditing - Network and System Compliance Auditing
Excel - Start Using Excel

Internet of Things

Office 365 Basic

SharePoint Overview

Bribery - Global Anti-Bribery and Corruption

CCPA - Fired Up About CCPA

Code of Conduct Policy - Understanding the Code of Conduct
Equality and Diversity in the Workplace

PCI - The Disinterested CEO

PCI DSS

PCI-DSS Compliance Standards

PCI-DSS Relation to Data Cards and Equipment
PCI-DSS and Wireless Use

Privacy - Global Privacy Law Fundamentals

Social Media - Consequences for Careless Use in the Workplace
Social Media - Policies Every Employee Should Know
Complaint Handling

Customer Loyalty

Customer Service Success

Health and Wellbeing in the Workplace

Key Account Management in your Business

Service Value - Promote your Service Value

Social Media - Personal Use at the Workplace
Social Media - Representing Your Employer

Social Media Awareness

Telephone Etiquette
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